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Information Officer has been designated to coordinate compliance with the nondiscrimination 
requirements contained in Section 35.107 of the Department of Justice Regulations. Requests for 
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Background Information 
 

Agency Responsibilities 
 
The Executive Department – Office of the Governor provides oversight, guidance, 
and coordination to units within the Executive Department and to other budgetary 
units within the Executive Branch of the State government.  The Department also 
provides the public with information about the Governor’s policies and goals, and 
about the functions of State government.  According to the State’s accounting 
records, the Office of the Governor’s expenditures were approximately $10.7 
million for fiscal year 2014.  
 
The Boards, Commissions, and Offices unit consists of various entities, including 
the Governor’s Office of Community Initiatives and the Governor’s Office of 
Crime Control and Prevention, which were created by statute or executive order 
to provide planning and coordination for Executive Branch functions.  According 
to the State’s accounting records, these entities’ expenditures were approximately 
$127.9 million during fiscal year 2014.  
 
The Governor’s Office for Children promotes the State’s vision for a stable, safe, 
and healthy environment for children and families and, according to the State’s 
accounting records, this Office’s expenditures were approximately $1.5 million 
during fiscal year 2014.  
 
The Office of the Deaf and Hard of Hearing advocates for and promotes the 
general welfare of individuals who are deaf or hard of hearing, and provides, 
advocates for, and coordinates the adoption of public policies, regulations, and 
programs that will benefit deaf and hard of hearing individuals.  According to the 
State’s accounting records, this Office’s expenditures were approximately 
$348,000 during fiscal year 2014. 
 

Status of Findings From Preceding Audit Report 
 
Our audit included a review to determine the status of the two findings contained 
in our preceding audit report dated August 13, 2012.  We determined that the 
Department satisfactorily addressed one of these findings.  The remaining finding 
is repeated in this report. 
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Findings and Recommendations 
 

Cash Receipts 
   

Finding 1 
Internal controls were not sufficient to ensure that all collections were 
deposited.  
 
Analysis 
Internal controls were not sufficient to ensure that all collections received by the 
Office of the Governor’s Finance Office (GFO) were deposited.  Collections were 
initially received by the various units of the Executive Department and were 
forwarded to the GFO.  The GFO was responsible for depositing these receipts 
into the State’s bank account and for recording them in the State’s accounting 
records.   
 
Our review disclosed, however, that the individual at the GFO who performed the 
verification of collections to deposit was not independent since the employee also 
had cash handling and recordation duties.  This employee also did not use the 
initial record of collections received directly from the preparer for verification 
purposes but, instead, used a document received from another employee who was 
responsible for preparing the deposit.  Finally, this employee did not document 
the deposit verification performed, such as with the employee’s initials or 
signature.  The lack of an independent and adequately documented deposit 
verification was also commented upon in our preceding audit report.  According 
to the Department’s records, the GFO processed cash receipts totaling $767,800 
during fiscal year 2014. 
 
The Comptroller of Maryland’s Accounting Procedures Manual requires the 
establishment of sufficient internal controls over collections, including an 
independent verification of collections to deposit using proper documentation.   
 
Recommendation 1 
We recommend that the Department 
a. ensure that employees without access to collections use the initial record 

of collections, received directly from the employee who prepared it, to 
verify that all recorded collections were deposited (repeat); and 

b. ensure that deposit verifications are adequately documented (repeat).   
 

We advised the Department on accomplishing the necessary separation of 
duties using existing personnel.  
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Information Systems Security and Control 
 
Background 
The Department of Information Technology (DoIT) provides information 
technology (IT) support services to most of the Executive Department’s Offices 
and Commissions.  These DoIT IT support services include providing access to 
the Executive Department – Office of the Governor’s internal network and the 
Internet.  DoIT also maintains certain Executive Department legacy and 
commercial applications including the Governor’s website.  According to DoIT’s 
records, as of February 2015 there were 22 DoIT maintained servers in use 
supporting Executive Department operations.  These servers were in numerous 
locations. 
 

Finding 2 
Backup files for critical servers were not stored offsite and a comprehensive 
disaster recovery plan did not exist. 

 
Analysis 
Backup files for critical servers were not stored offsite and a comprehensive 
disaster recovery plan did not exist.   
 
 Backup files for numerous critical servers were located in the same data 

centers as the original servers and were not taken offsite. Accordingly, if the 
facilities which currently house both the original servers and the related 
backup files were destroyed, it is uncertain if all critical information could be 
recreated.  The State of Maryland Information Technology (IT) Disaster 
Recovery Guidelines, state that backup media should be stored offsite in a 
secure, environmentally controlled location. 

 
 Neither DoIT nor the Executive Department had prepared an information 

technology disaster recovery plan (DRP) for recovering from disaster 
scenarios (for example, a fire) for the Executive Department.  The State of 
Maryland Information Technology (IT) Disaster Recovery Guidelines state 
that such a plan should address many significant elements including required 
hardware and software components and prioritization of applications for 
recovery.  In addition, such a plan should be periodically tested.  Without a 
complete DRP, a disaster could cause significant delays (for an undetermined 
period of time) in restoring information systems operations above and beyond 
the expected delays that would exist in a planned recovery scenario.   
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Recommendation 2 
We recommend that the Executive Department   
a. ensure that backup files for all critical servers are stored at an offsite, 

secure, environmentally controlled location; and  
b. in conjunction with DoIT, develop and implement a DRP that, at a 

minimum, addresses the basic elements (including plan testing) needed 
for a complete and comprehensive disaster recovery plan. 

 
 

Audit Scope, Objectives, and Methodology 
 

We have conducted a fiscal compliance audit of the following units of the 
Executive Department for the period beginning January 1, 2012 and ending 
January 20, 2015.   
 

Office of the Governor 
Boards, Commissions, and Offices 
Governor’s Office for Children 
Office of the Deaf and Hard of Hearing 

 
The audit was conducted in accordance with generally accepted government 
auditing standards.  Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions based on our audit objectives.  We believe that the 
evidence obtained provides a reasonable basis for our findings and conclusions 
based on our audit objectives. 
 

As prescribed by the State Government Article, Section 2-1221 of the Annotated 
Code of Maryland, the objectives of this audit were to examine the Department’s 
financial transactions, records, and internal control, and to evaluate its compliance 
with applicable State laws, rules, and regulations.   
 
In planning and conducting our audit, we focused on the major financial-related 
areas of operations based on assessments of significance and risk.  The areas 
addressed by the audit included cash receipts, equipment, disbursements, grants, 
federal funds, information systems, and payroll.  Our audit included various 
support services (such as payroll and processing vendor payment transmittals) 
provided by the Executive Department – Office of the Governor on a centralized 
basis to certain units and agencies within the Executive and Administrative 
Control area of State Government (such as the Maryland Energy Administration, 
Department of Disabilities, and Secretary of State).  As previously requested by 
the Governor’s Office, our audit also included activities related to the operation 
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and maintenance of Government House (for example, inventory record keeping), 
although the Department of General Services receives an appropriation for and 
performs these activities. We also determined the status of the findings contained 
in our preceding audit report. 
 
Our audit did not include an evaluation of internal controls over compliance with 
federal laws and regulations for federal financial assistance programs and an 
assessment of the Department’s compliance with those laws and regulations 
because the State of Maryland engages an independent accounting firm to 
annually audit such programs administered by State agencies, including the 
Department. 
 
To accomplish our audit objectives, our audit procedures included inquiries of 
appropriate personnel, inspections of documents and records, observations of the 
Department’s operations, and tests of transactions.  Generally, transactions were 
selected for testing based on auditor judgment, which primarily considers risk.  
Unless otherwise specifically indicated, neither statistical nor non-statistical audit 
sampling was used to select the transactions tested.  Therefore, the results of the 
tests cannot be used to project those results to the entire population from which 
the test items were selected.   
 
We also performed various data extracts of pertinent information from the State’s 
Financial Management Information System (such as revenue and expenditure 
data) and the State’s Central Payroll Bureau (payroll data).  The extracts are 
performed as part of ongoing internal processes established by the Office of 
Legislative Audits and were subject to various tests to determine data reliability.  
We determined that the data extracted from these various sources were 
sufficiently reliable for the purposes the data were used during this audit.  Finally, 
we performed other auditing procedures that we considered necessary to achieve 
our audit objectives.  The reliability of data used in this report for background or 
informational purposes was not assessed. 
  
The Department’s management is responsible for establishing and maintaining 
effective internal control.  Internal control is a process designed to provide 
reasonable assurance that objectives pertaining to the reliability of financial 
records, effectiveness and efficiency of operations including safeguarding of 
assets, and compliance with applicable laws, rules, and regulations are achieved. 
 
Because of inherent limitations in internal control, errors or fraud may 
nevertheless occur and not be detected.  Also, projections of any evaluation of 
internal control to future periods are subject to the risk that conditions may 
change or compliance with policies and procedures may deteriorate. 



8 
 

Our reports are designed to assist the Maryland General Assembly in exercising 
its legislative oversight function and to provide constructive recommendations for 
improving State operations.  As a result, our reports generally do not address 
activities we reviewed that are functioning properly. 
 
This report includes findings relating to conditions that we consider to be 
significant deficiencies in the design or operation of internal control that could 
adversely affect the Department’s ability to maintain reliable financial records, 
operate effectively and efficiently, and/or comply with applicable laws, rules, and 
regulations.  Our report also includes findings regarding significant instances of 
noncompliance with applicable laws, rules, or regulations.  Other less significant 
findings were communicated to the Department that did not warrant inclusion in 
this report.  
 
The Department’s response to our findings and recommendations is included as 
an appendix to this report.  As prescribed in the State Government Article, 
Section 2-1224 of the Annotated Code of Maryland, we will advise the 
Department regarding the results of our review of its response. 
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